
 

Requires Privacy Board 
Approval 

The Privacy Office and/or the Privacy 
Board may authorize access to, and use or 

disclosure of the PHI for the proposed 
purpose. 

Requires Privacy 
Office Approval.

Complete a 
Certification for 

Review Preparatory 
to Research and 

submit to the Privacy 
Board.  

Complete a 
Certification for 

Research on 
Decedents’ 

Information and 
submit to the Privacy 

Board. 

Complete a Data Use 
Agreement and 

Statement on Use of 
Limited Data Set for 
Research and submit 
to the Privacy Board.

Complete an 
Application and 

Approval for Waiver 
of HIPAA 

Authorization and 
submit to the Privacy 

Board. 

The Certification must 
confirm the following: 

The Certification must 
confirm the following:

The Waiver must 
confirm the following: 

1. The requested 
access, use or 
disclosure does not 
pose more than a 
minimal risk to the 
privacy rights of the 
patient. 

 
2. The Waiver will not 

adversely affect the 
welfare or privacy 
rights of the patient. 

 
3. The research could 

not be conducted 
without the Waiver 
or the PHI. 

 
4. Benefits of research 

conducted by the 
access, use or 
disclosure of PHI 
outweigh the risks 
to the privacy rights 
of the patients. 

 
5. The requestor has 

provided written 
assurance of no 
further access, use 
or disclosure of 
PHI. 

 
6. No identifier links 

will be maintained .  
(Links require IRB 
review.) 

Has the PHI been de-
identified?  

No Yes 

No further 
action 

required 

Please note: if individual patient authorization has been obtained, no additional authorization needed unless the use of the PHI changes. 
If you do NOT have individual written authorization to access PHI (as defined in UMHHC Policy 03-09-001) or use or disclose PHI: 

If the  
PHI has been de-

identified, no 
additional 

authorization is 
needed unless the 

use changes. 

Is access to Medical Records/PHI sought for Research purposes? 

Requires  IRB 
or Privacy 

Board Approval 

If the PHI has not 
been de-identified, 

IRB or Privacy 
Board authorization 

is needed. 

1. The access is sought 
solely to review PHI 
to prepare a research
protocol 

 
2. There is an 

assurance that no 
PHI will be 
removed from 
UMHS or collected 
or used in the 
research. 

 
3. The PHI sought is 

necessary for the 
research 
preparation. 

 

1. The access, use or 
disclosure is solely 
of PHI of deceased 
individuals. 

 
2. The requestor can 

document the death 
of the individual 
whose PHI is 
sought. 

 
3. The requested PHI is 

necessary for the 
purposes of the 
proposed research. 

 
 

PHI use and/or 
disclosure for which 
an IRB exemption 
has been obtained. 

PHI Review 
Preparatory to 

Research. 

Research on PHI of 
Deceased 

Individuals. 

Creating a Database 
for Research. 

Creating a Limited 
Data Set for 

Research. 


